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» [Host PC] java-8-oracle A X|5}7|
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* [Host PC] SSH port 814 2! root 2121 7}
» [Host PC] SSH config =X 3}7|

» [Host PC] Docker A X|5}7|

» [Host PC] /etc/hosts =517 |

+ [Host PC] bashrc & F7}5}7|

* [Host PC] 2 & MX|5}7|

* [Host PC] KSB EdtA A X| 2! docker image CH2EH|
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[Host PC] csle A2 X} A (St : administrator) 4
=1

Host PCO{| 7| = Ubuntu AF2 A2} MX|EHA S 22|61 &l6H ofeHe| 2o 2 csle A|AME =7t
gt

sudo adduser csle
Adding user 'csle'
Adding new group 'csle' (1001)
Adding new user 'csle' (1001) with group 'csle'
Creating home directory '/home/csle'
Copying files from '/etc/skel'
Al UNIX &5 4=5:
A UNIX &% AY=":
passwd: password updated successfully
Changing the user information for csle
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
wWork Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] Y

/etc/sudoersE 2 0] csle A A 0| administrator 2t =7}stL|C}.
"A:oly| M mhel % DX UFLICH A= FAIstD M EStD LEgL|ch

sudo vi /etc/sudoers

root ALL=(ALL:ALL) ALL

csle ALL=(ALL) NOPASSWD: ALL

[Host PC] hosthameS csle12 2 H1ZAS| 7|
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sudo vi /etc/hostname
cslel

PCE RHEEI5I0{ csle A 22 2015 |C}.

[Host PC] java-8-oracle & X|5}7|

Host PCOi| Ubuntu 16.042 X2 MX|5t A< java 82 M X|gtL|Ct. of2f 2| LIS E{O0| Lol EA}

OFO#AHZer__oFLlEL

sudo apt-get update && \

sudo apt-get install -y python-software-properties && \
sudo add-apt-repository -y ppa:webupd8team/java && \
sudo apt-get update && \

echo "oracle-java8-installer \
shared/accepted-oracle-license-vl-1 select true" \

| sudo debconf-set-selections && \

sudo apt-get install -y oracle-java8-installer

E{O['2S CrA| A|Zfel =, of2fle| BE 22 java dX| & E Sl

csle@cslel:~$ java -version

java version "1.8.0_181"

Java(TM) SE Runtime Environment (build 1.8.0_181-b13)

Java HotSpot(TM) 64-Bit Server VM (build 25.181-b13, mixed mode)

7t& 2et20M jdk H{A = YHH|O[E St ofeli2F 2 ol 27t Zdstoy jdk7t A X| =X

L7k ULk

<% download.oracle.com (download.oracle.com)|23.35.220.157|:80... F&H.
HTTP request sent, awaiting response... 404 Not Found
2018-10-17 11:08:56 ERROR 404: Not Found.

download failed
Oracle JDK 8 is NOT installed.
dpkg: error processing package oracle-java8-installer (--configure):
A %%t post-installation 23 HE 319 Z=2ZA|27F 2F 19HE a5yt
Aested LR/ TAYL U
oracle-java8-installer
E: Sub-process /usr/bin/dpkg returned an error code (1)
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SHZBIH 2 Q22 ALO|Eof| HZ25H0{ =[A B{X(2018.10.21. 7| & : 8u191)2 jdk-8u191-linux-
x64.tar.gz I} S Cl2EtS LI}

https://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html

J2|1, ofgiof AT EHENM L2 2 nfd | X2 A BEE0E ot =, E{D|E0f| SAL
StH =& dX|7tsei o

sudo mkdir /usr/lib/jvm

cd /usr/1lib/jvm

sudo tar -xvzf /home/csle/jdk-8ul91-linux-x64.tar.gz # 74 28
sudo mv jdk1.8.0_191/ java-8-oracle/ # 74 2o

sudo truncate -s0 /etc/environment

echo "PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:\
/sbin:/bin:/usr/games:/usr/local/games:/usr/1lib/jvm/java-8-oracle/bin:\
/usr/1lib/jvm/java-8-oracle/db/bin:/usr/1ib/jvm/java-8-oracle/jre/bin" |\
sudo tee -a /etc/environment >/dev/null && \

echo "J2SDKDIR=/usr/lib/jvm/java-8-oracle" | \

sudo tee -a /etc/environment >/dev/null && \

echo "J2REDIR=/usr/lib/jvm/java-8-oracle/jre*" | \

sudo tee -a /etc/environment >/dev/null && \

echo "JAVA_HOME=/usr/lib/jvm/java-8-oracle" | \

sudo tee -a /etc/environment >/dev/null && \

echo "DERBY_HOME=/usr/lib/jvm/java-8-oracle/db" | \

sudo tee -a /etc/environment >/dev/null

sudo update-alternatives --install \

"/usr/bin/java" "java" "/usr/lib/jvm/java-8-oracle/bin/java" 0

sudo update-alternatives --install \

"/usr/bin/javac" "javac" "/usr/lib/jvm/java-8-oracle/bin/javac" 0

sudo update-alternatives --set java /usr/lib/jvm/java-8-oracle/bin/java
sudo update-alternatives --set javac /usr/lib/jvm/java-8-oracle/bin/javac
update-alternatives --1list java

update-alternatives --list javac
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https://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html

sudo apt-get update && \

sudo apt-get install -y --no-install-recommends apt-utils curl bc jg && \
sudo apt-get install -y ssh locales wget git vim rsync locales \
filezilla python3-pip && \

sudo apt-get install -y net-tools && \

pip3 install kafka-python

[Host PC] SSH port B4 & root 2191 7}s5IEE2
SSHD config £ 7435 }7|

ofziof HE S &5}0

HH

E MEE 2243=Z =H5t1, root 2921 & &L C}.

sudo sed -ri 's/APort 22/Port 2243/g' /etc/ssh/sshd_config
sudo sed -ri \

's/APermitRootLogin prohibit-password/PermitRootLogin yes/g' \
/etc/ssh/sshd_config

[Host PC] SSH config ©~75}7| (known_hosts0l|
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sudo truncate -s0 /etc/ssh/ssh_config

echo "Host localhost" \

| sudo tee -a /etc/ssh/ssh_config >/dev/null
echo "StrictHostKeyChecking no" \

| sudo tee -a /etc/ssh/ssh_config >/dev/null
echo "Host 0.0.0.0" \

| sudo tee -a /etc/ssh/ssh_config >/dev/null
echo "StrictHostKeyChecking no" \

| sudo tee -a /etc/ssh/ssh_config >/dev/null
echo "Host 127.0.0.1" \

| sudo tee -a /etc/ssh/ssh_config >/dev/null
echo "StrictHostKeyChecking no" \

| sudo tee -a /etc/ssh/ssh_config >/dev/null
echo "Host csle*" \

| sudo tee -a /etc/ssh/ssh_config >/dev/null
echo "StrictHostKeyChecking no" \

| sudo tee -a /etc/ssh/ssh_config >/dev/null
echo "UserKnownHostsFile=/dev/null" \

| sudo tee -a /etc/ssh/ssh_config >/dev/null
echo "Host master™ \

| sudo tee -a /etc/ssh/ssh_config >/dev/null
echo "StrictHostKeyChecking no" \

| sudo tee -a /etc/ssh/ssh_config >/dev/null
echo "UserKnownHostsFile=/dev/null" \

| sudo tee -a /etc/ssh/ssh_config >/dev/null
sudo service ssh restart

[Host PC] Docker A X|5}7]

= dX|5H7| 2lsh ofe HEHE =AH 2= UH LT} of2l 2|
X 7= s C}.

o

Host PCO{| docker-ce == 124
LHE S E0|E0| SAteto] A

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | \

sudo apt-key add - && \

sudo add-apt-repository \

"deb [arch=amd64]

https://download.docker.com/linux/ubuntu $(1lsb_release -cs) stable" && \
sudo apt-get update && \

apt-cache policy docker-ce && \

sudo apt-get install -y docker-ce && \

sudo systemctl status docker



[t D A}EH 7| & docker-engine AtA]|

sudo apt-get purge -y docker docker-engine docker.io

Docker HZHA| root A 5t0| & Q BtL|CE. root7} OF-l AFEX}7F sudo 10| AFESt2 ™ off & AL At
£ docker I 50 7t Ct.

sudo usermod -aG docker csle

sudo su csle
PC A HE

PC M E2& 2 SsliM sudo Q10| docker HH 2 ALEE &= JELICT

[Host PC] /etc/hosts =5} 7|

KSB Z&tA 2| docker HE|| 0[] A0 2l A & 2SH7| flsl of2f2F 20| /etc/hosts LHES =X
stL|C}. (host pce| IP= 192.168.0.52 7FA &HL|C} XHAI2| PC IPOY| StA| A A &HL|C})

127.0.0.1 localhost

b | ip6-localhost ip6-loopback
fe00::0 ip6-localnet

ffe0::0 ip6-mcastprefix

ffe2::1 ip6-allnodes

ffe2::2 ip6-allrouters

192.168.0.5 cslel master

[Host PC] bashrc &AM =7}5}7]

csle 4|E 2| bashrc nted = HH|O|E gfL|C}. Of2 2] LH S S B{0| 20l SAtSHO] A ETtsELIEL



cat <<EOT >> ~/.bashrc

export JAVA_HOME=/usr/lib/jvm/java-8-oracle

export PATH=\$PATH:\$JAVA_ HOME/bin

export KSB_HOME=/home/csle/ksb-csle

export PYTHONPATH=/home/csle/ksb-csle/pyML/:\$PYTHONPATH
export PYTHONPATH=./:/home/csle/ksb-csle/ksblib:\$PYTHONPATH
EOT

source ~/.bashrc

KSB E8fA0| HEZE UHFH2E AESHY| fIchM 2F 22t M E dX[RLICh of2i o] LIE
A

S|
= E{0|d0f| SAteto] 8 7tseiL

cd && \

wget \
https://dl.google.com/linux/direct/google-chrome-stable_current_amd64.deb
sudo apt-get update && \

sudo apt-get install -y libxssl libappindicatorl libindicator7 && \

sudo dpkg -i google-chrome-stable_current_amd64.deb

[Host PC] KSB E2tA M X| & docker image C|22t
7|

CI2E2E H|0|X|2EE{ KSB E8tA(docker image EH &) ot 2 CtRE =S| CH

* ksb_toolbox_vi.tar.gz : KSB EEfA el

csle AF2 X} A A 2] homeoi| ksb_toolbox_v1.tar.gz &= S X|&tL|Ct. ZatX © 2 /home/csle/
ksb-csle ZC{ 7} M M ElL|C}

tar zxvf ksb_toolbox_vil.tar.gz -C /home/csle/

/home/csle/ksb-csle 26 = CHS2| 519 EH=E + M E LTt
« /bin: KSB =&| 23 shell A3 & E ntd XMZE ZH
» /components : tensorflow train 0| A| == ]2 X & =
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 /ksblib : python MX{2| 2l0|E2{2|
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Host PCO| A CHS HEH 2 2 KSB EEtA docker imageE docker hub 2 £E{ pull gL|C}.
docker pull ksbframework/ksb_toolbox:1.0.0

Host PCOI|A{ CIS W& 22 KSB E&tA docker imageE &I §tL|C
(ZtOA}SE: 64Xl docker image HA 2 1.0.0 HHA 0|04, =5 TAG
off h2h EHE == US LI

—_

2 2 SIZE 2 =B = B A
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csle@cslel:~/ksb-csle$ docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
ksbframework/ksb_toolbox 1.0.0 01f760746a56 7 hours ago  15.4GB

[Host PC] KSB E5tA docker O|0|X|LH SSH 7| &
host pcol| = A}l5H7|

KSB £E2tA docker AE|0|LH 2] 2I=S7|E 2R/5}H7| 2ol ksb-csle/tools ZFH0| Q! = .ssh ZE
csle 0| 7jz| &fL|Ct.

i

cp -r ~/ksb-csle/tools/.ssh/ /home/csle/



[Host PC] SSH X A|&}5}7]

sudo service ssh restart

[Host PC] ksb-csle = Aot HHAS]7|

KSB St docker ZIEf| 0| LA0fl A Host PC2| ksb-csle BB S o~ & 4 Q=2 Bof Apte
24|

0|40 2 KSB SHAS TE517| 9 LRt T2 03 MX| U MF HAS SESIABLICE
KSB 912 x| =22 9l5 A#5L7| o[ 2 0| S50 KSB Z2 U I8 TSHES SIS

L|C}.
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